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Safend Encryptor, full data hard disk encryption
Encrypt it, for when you need it

They may take your computer, but not your information
Solving encryption complexities, Safend Encryptor, a transparent data encryption tool, fully protects your company's private
information. Encryptor quickly enables a company's compliance with regulatory, data security and privacy standards.
At-a-click, Encryptor employs AES-256 algorithm for a company-wide encryption and decryption solution. Encryptor achieves
an optimum balance between security, productivity, and performance without interfering with daily work activities.
A true single-sign-on product, providing a secure answer for data at rest, Encryptor also offers advanced decryption and data
recovery services via a machine-specific one-time only server key.

Safend DPS, the Data Protection Suite
One DPS suite, one DPS agent
Protector:
Auditor:
controlling port
immediate risk detection
a SuperCom company
and device endpoints
on WiFi ports/devices
and media encryption
connected to endpoints
Reporter:
Encryptor:
regulatory compliance
transparent encryption
reports and security
on laptops and PCs
log summaries
Inspector:
Discoverer:
inspects, classifies and
locates and maps
blocks sensitive data leakage
sensitive data at rest

You work, Safend encrypts
Full compliancy to data security regulations and privacy standards
Transparent access to encrypted data via a Windows login
Strong decryption and data recovery tools
Automatic generation and storage of encryption keys prior to actual encryption
Detailed logs and reports on security breaches, encryption status and administrative activities
Multi-tiered anti-tampering capabilities, fully protecting organizational data
Automatic synchronization with Active Directory

Multi-factor authentication
Transparent provisions for multi-factor authentication devices that change user customized login interfaces.
For example: smart cards, USB tokens and biometric IDs supported by Windows.

Supported by Safend Encryptor
Certifications

Common criteria EAL2 certified

FIPS 140-2 validated

System Requirements – Agent

System Requirements – Server


Windows 7 Home / Enterprise / Ultimate


Windows 2008 SP1 Server

Windows 2008 R2 Server SP1

Windows 2012 Server

Windows 2012 R2 Server

32-bit / 64-bit SP1

Windows 8 Pro / Enterprise 32-bit / 64-bit

Windows 8.1 Pro / Enterprise 32-bit / 64-bit

Windows 10 Pro / Enterprise

About Safend, a SuperCom Company
Safend are providers of security products designed to protect against corporate data loss via comprehensive data encryption,
port control, device control and content inspection solutions.
With over 3,000 customers worldwide and 3 million licenses sold, Safend software is deployed by multi-national enterprises,
government agencies, healthcare organizations and small to mid-sized companies across the globe.
Founded in 1988, SuperCom is a leading global provider of advanced tracking, identification and security solutions.
Working as partners and promoting transparency and ethical business practices with their investors and with over 3500
customers and 20 governments worldwide, SuperCom is a publicly traded company on NASDAQ National Market (SPCB).
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